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Job Description

Post title: Information Governance Officer (Secure Data Environment)
Date last updated/evaluated: January 2025
Author: Head of Information Governance 
School / Department:			Information Governance 
Faculty / Directorate:			Governance, Risk and Legal Services
Job Family:				Management, Specialist and Administrative (MSA)
Grade:					Level 3
ERE Pathway (if applicable):		Not applicable
Post reporting to:			Head of Information Governance
Post line report(s):			None
Post base location:			Hybrid: Campus / Home

[bookmark: _Hlk187072310]Job purpose: 	As part of the Information Governance Team; to support the design and implementation of a major project to deliver a Secure Data Environment (SDE) and it’s information governance aligned with the University’s Information Governance and Security Framework. To manage the co-ordination and delivery of relevant IG project related activities. Ensure excellent service and support to internal and external stakeholders to deliver project outcomes and provide flexible support to the wider responsibilities of the Information Governance team where necessary. 

Key accountabilities and indicative time allocation:
1. 20%
Coordinate the processes for the identification of data assets, project data ownership and tracking accountability for the retention and management of data within the SDE’.
Including the maintenance of , identifying, recording and assisting in the risk assessment of the SDE’s data flows, as part of a regular review cycle to be reported to the SDE project and relevant bodies.
2. 20%
To co-ordinate SDE IG risk assessments and reviews, including Data Protection Impact Assessments, Asset Registers and Data Management Plans. Populate and maintain the audit documentation for the whole environment, including a continuous risk register and actions log – tracking retention, purpose and lawful basis. Aligning reporting with existing practices and working to complement wider Information Governance (outside of the environment)
3. 15%
Support the design and implementation of arrangements for oversight of SDE Governance activities, including reporting, recording of actions and follow up, including where assurance activities overlap with wider Information Governance. Use judgement and initiative to identify and resolve immediate and associated problems. Consider and propose alternative courses of action where appropriate.
4. 10%
Contribute to the creation of relevant procedures and guidance for the governance of the secure data environment, including updates or amendments to existing wider Information Governance practices.
5. 10%
Assist with and co-ordinate the production, collation and systematic returns and recording of evidence to support compliance with the Data Security & Protection Toolkit. Provide the analysis, validation and quality assurance of DSPT evidence, including progress and outcome reports that include (amongst other analysis) thematic and trend analyses, with commentary and issue escalation in with Information Governance and Security 
6. 10%
Working with the Information Governance Team, help build staff and student awareness through information, advice and training, including the development and delivery of appropriate training and workshops and the maintenance and update of relevant Information Governance webpages, intranet sites and communications.
7. 10%
In the context of the SDE project and other clinical research compliance requirements relevant to the SDE and wider University Information Governance obligations, co-ordinate with related activities and services, determine sequence of work and adapt approach if required, within general requirements and overall objectives.
8. 5%
Any other duties as allocated by the line manager following consultation with the post holder.

Internal and external relationships:
SecDR Project team; Research Computing, Cyber Security, Information Governance and Academic Staff and associated internal stakeholders
Head of Information Governance and Information Governance Team 
Caldicott Guardian and Data Protection Officer
Internal and external stakeholders to the SDE



Person Specification – Skills and Competencies
[bookmark: _Hlk187230474]All essential and desirable criteria outlined in this Person Specification will be assessed through a combination of recruitment application and CV, and where applicable numerical or written assessment.
Knowledge, Experience and Qualifications
Essential
· Substantial practical knowledge and experience in the required operational discipline. Practical knowledge may have been gained through some or all of the following:
· Substantial, relevant work experience
· Vocational training
· Formal qualification(s) equivalent to Level 3 or 4 of the Regulated Qualifications Framework e.g. AS or A Level, advanced or higher apprenticeship, or Level 3 or 4 award, certificate, diploma, NVQ.
Able to make effective use of standard office computer systems including word-processing and spreadsheets, SharePoint tools and associated 365 tools. 
Desirable
· Understanding of research data, NHS data or other secure data governance arrangements.
· Able to accurately analyse and interpret complex quantitative and qualitative data, presenting summary information in a clear and concise format.
· Able to apply a comprehensive understanding of relevant University systems and procedures and procedures, and an awareness of activities in the broader work area.
· Relevant degree or Specific GDPR, Information Governance or Data protection certifications

Teamwork and Communication
Essential
· Positively influences the way the team works together.
· Ensures colleagues are clear about priorities and service expectations.
· Ensures regular liaison and communication with a wide range of colleagues and builds good working relationships.
· Offers proactive advice and guidance.

Desirable
· Able to deal with sensitive information in a confidential manner.

Planning, Organisation and Resource Management
Essential
· Plans and prioritises own work, and that of others, where required.
· Solicits ideas and opinions from others to inform work plans.
Desirable
· Flexibility to fit Service workload and needs.

Problem Solving and Initiative
Essential
· Elicits information to identify specific customer needs.
· Uses initiative and applies a comprehensive understanding of established practices and procedures to interpret requirements, identify issues and resolve problems.
· Develops improved methods, where required, within established practices and procedures.
Desirable
· Experience of developing and maintaining practical work systems.
· Ability to work under pressure and to tight timescales.



Job Hazard Assessment
A full health clearance is required for this role where any hazards marked “^”, using the agreed Occupational Health referral template available from here. Where a full health clearance is required, this will apply to all role holders, including existing members of staff.
Physical Environment
[bookmark: _Hlk181968470]Working outside ^						Not applicable
Exposure to noise levels >80dbA ^				Not applicable
Working with dust or fumes ^					Not applicable
Working with skin irritants ^					Not applicable
Working with chemicals (industrial or cleaning) ^			Not applicable
Working in a confined space ^					Not applicable
Working at height ^						Not applicable
Working with sewage ^						Not applicable
Contact with cytotoxins ^					Not applicable
Exposure Prone Procedure (EPP) work ^				Not applicable
Contact with clinical specimens or pathology work ^		Not applicable
Direct patient care or patient contact				Not applicable
Exposure to temperature extremes				Not applicable
Frequent hand washing						Not applicable
Ionising radiation						Not applicable

Psychological and Social Environment
Working shifts ^							Not applicable
Working nights ^						Not applicable
Lone working							Not applicable
Working with children						Not applicable
Exposure to persons with challenging behaviour			Not applicable
Working with larger groups					Not applicable

Equipment, Tools and Machines
Working with vibrating machinery or tools ^			Not applicable
Driving duties e.g. LGV, PCVs, forklift trucks ^			Not applicable
Food handling							Not applicable
Contact with latex						Not applicable

Physical Abilities
Prolonged physical movements or actions e.g. walking ^		Not applicable
Prolonged Standing or Sitting	 ^				Not applicable
Moving or handling heavy loads ^				Not applicable
Repetitive pulling or pushing ^					Not applicable
Repetitive climbing (steps, stools, ladders, stairs) ^		Not applicable
Repetitive crouching, kneeling or stooping			Not applicable
Repetitive lifting							Not applicable
Fine motor grips (e.g. pipetting)					Not applicable
Repetitive reaching below shoulder height			Not applicable
Repetitive reaching at shoulder height				Not applicable
Repetitive reaching above shoulder height			Not applicable
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